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Introduction and Overview

The ICE system is a Java based multi tier system. It is platform independent on the server
as well as on the client side.
Three distinct tiers (or layers) can be distinguished:

1. Database Management System (DBMS)

2. Application Server

3. Client
All data is stored in the DBMS. Almost any relational database system which is supported
by a JDBC (Java Database Connectivity) compliant driver can be used. In actual use are
MySQL, Oracle and we are testing PostgreSQL — up to now without problems. The central
part of the ICE is the application server. It handles all client requests, queries the
database if necessary and returns the results to the client for display.
The ICE application server can handle multiple simultaneous requests from different
clients. Every client gets its own session on the server. For delivering static and dynamic
webpages to the client the application server can be connected to a webserver like
Apache.
Authentication and session management is done over the webbrowser (HTTP based). A
role system for user permissions is implemented.
Clients can be thick clients (Java applets or webstart applications) or thin web based
(dynamic web pages).
For the server operating system we recommend Debian GNU/Linux' or the Debian derived
Ubuntu".



web HTTP/S web

browser | | server A

A

\ database
A A
Java o
HTTP/S a ||Cat|on JDBC
applet/ 1< g psperver -
application
client server database

Figure 1: Components of the ICE System

Components of the ICE System

Database

The database contains a data warehouse of all the data in the ICE system. It consists of
the facts tables with the actual data and meta data tables which describe the data. It also
contains all the information about user accounts and standard tables (report tables saved
by the users).

For an overview of the database see ,Explanation of the ICE Database Structure®.

At the moment ICE is tested with Oracle, MySQL", PostgreSQL" and Informix database
installations.

Data for the ICE has to be imported with special import tools that also update the meta
data of the system. All data in the ICE is harmonized for the ICE key system.

The only components in the ICE that communicate directly with the database using SQL
queries are the applicationserver and the tools for importing data or updating the
metadata.

The database can run on the same server as the applicationserver (used mostly for
testing and developing purposes) but usually is installed on a dedicated server.

For database administration tasks the database web interfaces phpMyAdmin" (for MySQL)
or phpPgAdmin (for PostgreSQL) can be installed on the Apache webserver. This
requires that the PHP module for Apache is installed.



Applicationserver

Technically the applicationserver consists of two web applications (ICE and Cocoon)
running in a Java servlet container and a collection of static web pages. We use Apache
Tomcat", which is the reference implementation for servlet containers.

The applicationserver receives requests from the clients and responds to them. It
manages the authentication and user sessions. It also manages the connection to the
database, sends SQL queries to it and receives data from it.

The communication between the clients and the application server utilizes HTTP. A servlet
in the ice web application receives HTTP requests with the commands from the clients
and answers with HTTP responses that contain the results from the server.

Authentication is managed by Tomcat which gets the user login data from the database
(jdbc database realm). The user has to login only once to use all web applictions on the
Tomcat server (single sign on). For every logged in user, session data is kept on the
application server. Groups and roles can be associated with a login name to allow fine
grained access control. The login credentials are provided by http basic access
authentication. For additional security the https protocol can be used.

The Apache Tomcat is connected to the Apache webserver with the Apache Tomcat
connector (mod_jk) module. This allows to let Tomcat run behind the webserver with
Apache serving static pages (as well as dynamic php pages like for example the
phpMyAdmin web administration interface for MySQL databases) and redirecting all
requests to the ice web applications to the tomcat servlet engine. The advantage of this
approach is that Apache does what it is optimized for: serving web pages secure, and
performant.

Webpages
The ICE System uses the Apache webserver* to serve static web pages. This can be used
to build a portal site as entry point to the ICE System.

The ICE clients are then started from HTML links on the website as Java webstart
applications or applets. There are also some administrative tools like the user account
administration that can be linked to.

Collections of report tables (standard tables) can be made available in a hierarchic,
directory-like structure on the site with a fine grained access control.
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The Information System ICE

¢ About ICE

¢ ICE Tour ICE stands for Information, Controlling, Entscheidung (in English: Information, Controlling, Decisian). It is a web-based
infarmation system, developed to support higher education policy decision making. We are planning to approve 1CE as free

¢ DEMO software under open source licence [GPL), so the use of ICE would be free of charge for everybody. The back-end of the

system is 3 data warehouse, in which data of various structuring can be saved. Both individual data and aggregated data can

be stored. You can search through the data via the ICE-application server. The main analysis tool is the flexible table

A generation that provides interactive compiling of user-defined tables out of the existing data stock. Furthermare, tables

rs created with the flexible table generation can be saved as so-called standard tables that can be updated automatically, after
importing more recent data stocks.

¢ Documentation

<

History
The debate on protecting personal data which arose in the 1980s led to increasing sensitivity in the population regarding data
protection questions and to stricter data protection rules. Both resulted in fewer possibilities of statistical data analysis being
allowed: In many fields, statistical analyses can only make use of so-called aggregated datasets, The ICE information
system provides a solution that is capable of extracting a maximum of information from fundamentally limited aggregated
datasets. At the same time subject to their appropriate availability the system alsa allows the analysis of individual data
records.
At the start of the 1990s, ICE evolved as a commissioned project on behalf of the German education and science ministry
(BMBW), which later merged with the research and technology ministry (BMTF) to form the federal ministry of education and
research (BMBF). After the ministry converted its operating system from Macintosh ta MS Windows, a redevelopment of the
ICE system became necessary, in the mid 1990s. An intranet system was developed based on a modern multi-level
architecture, with a database at the backend and Java as its central development platform. Thus the system became
platform independent and accessible with an internet browser.
At present, the following institutes use information systems developed on behalf of the BMEF by HIS:

+ BMBF: StaGusS - information system of the BMBF

#+ Federal states: ICEland - joint information system of all German federal states and of the German Science Council

+ DAAD: ICEwwo - information system of the Wissenschaft weltoffen project

# MWK Nds: ICEnds - information system of the state-specific information demand of the federal state Lower Saxony
System Characteristics Outline
Web-application. Access to an ICE installation is enabled via a network using a Java capable web browser {such as the
apen source browser Mozilla Firefox or MS Internet Explorer). In principle, this means that the system can be accessed fram
any computer on the Internet or intranet which is registered with the ICE server, Access to the system (or to parts of it) can
be restricted to authenticated users as required. Where necessary, the system (or parts of it, e.q. libraries of standard
tables) can be set up to allow access from the Internet.
Platform independence. On the server-side, the system can be installed under M5 Windows as well as under Unix

(Selaris) and Linux. The client end (user) only needs a Java capable web browser. Browsers are available free of charge for
all common platforms (such as MS Windows, MacOS, Linux). The system is alse independent in terms of the relational

Figure 2: ICE Web Portal

ICE Applicationserver Web Application

The applicationserver receives HTTP requests from the clients. Every client has its own
session on the server with state information for the current connection. Sessions time out
after a certain period of inactivity.

Communication between the client and server can be by means of a proprietary text
based protocol (the ,old protocol®) or by sending and receiving of serialized Java objects
(the ,new protocol).

If, for example, the new client asks for the data for a certain table definition, the definition
object along with a container object for the data is sent to the applicationserver. The
applicationserver analyzes the definiton, queries the database, fills the container object
with the data and sends it back to the client.

The client can ask the server for lists of the available keywords, keys and stocks in the
database. It can send table definitions to the server and receive the data values and it can
save table definitons together with their data values as standard tables.

Cocoon Publishing Framework

The Cocoon* publishing framework is used to output tables in different formats. It
transforms XML data with XSLT stylesheets and supports many different output formats
like for example HTML, PDF, Excel, Gnumeric or XML.

Whenever the user defines a table or views a standard table the ICE system offers to
output it in HTML, PDF or Excel using the Cocoon publishing framework. It runs as a web
application inside the Tomcat servlet container alongside the ICE applicationserver.



Cocoon also renders the HTML pages while browsing the standard table collections of the
users.

Client
The ICE system offers the user a choice of different clients:

Old Client

The old client is a java applet with an AWT (Abstract Windowing Toolkit — the first GUI
framework for Java) GUI (Graphical User Interface).

J:]J.::I;J.:..;ga [erneratian 1N

Java Applet Window

Keywords | |CE-Data Stock | Stock Selection | Table Definition | ICE-Key |

Axrailable Fevwwards

1443

1994

1995

19%e

1947

1958

19949

1st academic subject
1st degree programrme
2000

2001

Selected kewwwords:

LI

22 v

Rl =
M Start Search

Available keywords: 325

Figure 3: Old AWT Client

It runs under Java version 1.3 and above. The old client utilizes a proprietary text protocol
over HTTP for communicating with the applicationserver. Its user interface is organized
around tabs. The user starts by selecting keywords on the first tab. The system then
searches for stocks which contain all the keywords and offers them for selection on the
next tab. Once the user has selected a stock she can define a table definition on the table
definition tab and send the definition to the server to receive the generated table.



New Client
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Figure 4: New Swing Client

The new client offers a modern Swing user interface with drag and drop, menus and a
toolbar. It needs a JRE* (Java Runtime Environment) version 1.5 and above.

In contrast to the old client multiple table definitions can be open and manipulated
simultaneously in a tabbed interface. The definitions are created by dragging and
dropping characteristics or attributes into the different dimensions (row, column) so that
the resulting row and column headers of the table can be previewed in realtime.

The new client communicates with the applicationserver by sending and receiving
serialized Java objects. The way the new server and client communicate over the network
can be configured very flexible: RMI (Remote method invocation), socket connections or
HTTP can be utilized transparently. At the moment only HTTP is implemented.

Example Table Generation

To understand how the different components of the ICE System work together let's
analyse the communication conducted during a typical session. This is just an overview of
the events rather than a detailed description of everything that happens during the table
generation.



Client Start and Authentication

The user opens the ICE portal website in the webbrowser. He can then click on a link to
start the client. He is presented with a login dialogue that asks for his user name and
password. Depending on the client version the dialogue is either the normal browser
dialogue for http authentication or a custom dialogue window from the Java webstart
appliction.

During the authentication the username and password are sent to the applicationserver.
The server then opens a database connection and looks up the login data in the
database. If the user name and password match with the database the server instantiates
a session for the user and sends back a session identifier to the client. After the
successfull authentication either an applet or a webstart application window opens -
depending on the client version.

Keyword Selection

Now the client displays the main application window to the user. The client has to load the
list of available stocks, the list of all the keywords and the keys from the database to make
these items available for selection by the user. So the client asks the server for these
items who in turn makes queries to the database and sends back the results (depending
on the client version, either as text strings or Java objects) to the client.

The user then selects keywords to define which stocks he needs. Again the selected
keywords are sent to the server who queries the database for a list of the stocks which
contain all the keywords and sends it to the client.

Stock Selection

On the client the list of stocks is presented to the user who can then select a stock.
Whenever the user selects a stock (usually by clicking on the entry for the stock in the
list) the client asks the server for all the characteristics and their attributes that are
contained in the stock. An overview of the characteristics contained in a stock is then
shown to the user by the client.

Table Definiton

When the user has found the right stock for his purposes he selects it for definition.He
can then choose characteristics and attributes the stock contains for the row and column
headers of the table.

Table Generation and Display

Once the user is satisfied with the table definition she sends it to the server along with the
information in which format she would like to view the resulting table. Results can be
displayed in a spread sheet like Java application (ICEcalc) as HTML in a browser window
or as PDF. The server then queries the database for all values in the table. When all
values are collected the server sends them to the Cocoon publishing framework to format
the table for display. The formatted result table is then sent to the client.



i Debian GNU/Linux: http://www.debian.org

i Ubuntu: http://www.ubuntu.com

i MySQL: http://www.mysgl.com

iv PostgreSQL: http://www.postgresql.org

v phpMyAdmin: http://www.phpmyadmin.net/home_page/index.php
vi phpPgAdmin: http://phppgadmin.sourceforge.net/

vii Apache Tomcat: http://tomcat.apache.org/

viii Tomcat Connector: http://tomcat.apache.org/connectors-doc/
ix Apache Webserver: http://httpd.apache.org/

x Apache Cocoon: http://cocoon.apache.org/

xi Sun Java JRE: http://www.sun.com/java/
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